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Cryptographic Protocols based on Unpredictable Channel Noise
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Sun Yat-sen University

Security is an important issue in information systems and secure crypto-
graphic protocols are essential tools for the security of information systems.
Randomness plays an important role in the design of the security of crypto-
graphic protocols. There are many sources to obtain randomness. Unpredict-
able noise in communication channel is a good source of randomness which
can be used in many cryptographic protocols. In this talk, | will discuss how
unpredictable noise in communication channel can be used in the design of
some fundamental tools in cryptographic protocols. These protocols include:
(1) Secret key establishment (2)Oblivious transfer, and (3)Bit commitment.




o 1E 5%

M PE— S TEE R E R

EREBFBTEZEHRENLE -
bl —FR TR MIEE M Z E AR
B: DitEZE QEKRGEZZE -5
ZEMNAHGE LA OTRIREER
afl - BlE0 RSA RIMNES T - B
RBHERH 2 EREHE - RIES
AR oI5 - BEHRAERKITE
FTREEENEE - AT LEMNERE

RRREBEETEAE ) BRERZERES
HIRNETEE]  TEAAENERN

A - AR ENR - B0
BHAAREEMNE - FIUES
EREYMBAENRE L - mBMTE
ERCEL EBIME -

ot e 4

T e wa, cm—— .

&

BEEENBARE—HENE
B &N - 8 2 Bounded Storage
Model - #= R BRHEFENAR -
miEBERHAXERNIT - B IR KER
EIELEANT - REAEEBEE
ZEeEH - WERERE - EMEE
HAEMEH| ;, M Noisy Channel
Model RIZ#EERNFHENTE
MAEWETEEEARETES -
RENGTE  FRERHINELE
Al - MEZ2—EREFEHNRIR - &
it B SRR EAE Key es-
tablishment ~ Oblivious-Transfer
0 Bit commitment EEE L - B2
BEFANN A ER & B IR TR
e

B2 —EHLURZEAETRR
RIZERE - 27 B0 HIR Nt —
REFMED - BB S KXE RIS
EHEBNFEESHWAEAR  ERM
HEHER TEE—DNRE -



SH#EE —HRERAEREM
2. ’“ﬁZKﬁ@EUQIEEﬁ%EJZ% &
- FERVAR ’fifr”ﬁm RIS B
ENEREE HPRIHABRE
ZfEA RSA NMIZEF %A - BREREE
HEE  BRERBENRANEFEK
MELEAUEENLEHNTE -
wETRARENRBEENESR
DRERNEHARABBEE  BEAE
BIRUEBREBER - BRETEEN
IEESHWEE - BEEERBRPA
HZH Diffie-Hellman BIsEARIZE -
PUR AR — B AR RE A 5T - B4
waEASNMRERERER R
LEHBBEE - ERBHENEZSE
M EES AR EEBETEMRL
WER  EEERFTEZELNESEE
7T - R3E ’SE%%%{E&E’J =l
40 loT - BRIRE LHF
BIREA %%E’]Eﬁn%% =]

4H

ML HE A (EE R E R

S mAEL - o] LIRREERY
T8N BUBUNZEZER - &
ZEDBENSHASIEXRR F#R
12 - RIMBUTHE - BUUMKRER
HEBERITILM R ZNZ S -

FROIUBIBARZEE N EEYH
RZBIIT50A - B sREEEM AR
LB - ERMERS (8 ARTTA
eRUEMERREZ L - DU
DRIBMLERES -

BREFERRTRD - EHE

BESREFL ﬂuﬁﬁ—i-éj\ﬁﬁﬁ
WESHANEINESBFULENE
38 -

B (I:EyFLABRENTIERR

BHEA  RFETHENE - 1 4301
S=FREITIENE - 1% 4303
# 1#%:(07)5252000



